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Introduction

This advisory is built upon a foundational security analysis independently authored by Google

Gemini 3.1 Pro, Google's state-of-the-art large language model. Gemini 3.1 Pro's original analysis

provided the structural framework, the CIA Triad evaluation, the threat and mitigation matrix, and the

core architectural findings contained herein. Full intellectual credit for those foundational

conclusions belongs to that model.

The present document strengthens Gemini's analysis with documented statistics, regulatory context,

firsthand practitioner experience, and a ground-level account of how data breaches translate into

devastating real-world harm for ordinary people. It draws extensively on the BYOK whitepaper

published by Iacoletti Software, 2026: The Year Personal API Keys Become Necessary [1], and

incorporates findings from the IBM Cost of a Data Breach Report 2025 [2], the Barrack AI

systematic review of AI application security incidents [3], NIST Special Publications 800-228 [4] and

800-207 [5], the Stanford HAI 2025 AI Index [6], the Verizon 2025 DBIR [7], FBI IC3 annual crime

reports [8], FTC elder fraud reports [9], the Identity Theft Resource Center 2025 Consumer Impact

Report [10], and multiple credit card fraud and SIM swap research publications [11–18].

The central argument is this: your personal data is already leaking — through AI applications,

through megacap platforms, and through the offshore criminal networks that buy, sell, and

weaponize your identity. Criminals need only your name, address, phone number, and credit

card number to cause financial harm that can take years to undo and permanently damage your

credit, your health benefits, and your peace of mind. BYOK is the architectural response that

removes your data from the pipeline before it can be stolen.

SECTION 1

Executive Summary

Every query you send through a developer-managed AI application — every medical question, legal

document, financial record, and personal communication — passes through infrastructure you do

not control, governed by terms of service you did not meaningfully negotiate, operated by an entity

whose incentives are not aligned with your privacy. When that infrastructure is breached, your data

enters a global criminal supply chain. It does not come back.

As documented by Iacoletti Software's whitepaper [1], the developer-managed AI model is

collapsing under two converging structural failures: catastrophic data security and the end of

subsidized free API access. The human cost is staggering. Credit card fraud now costs American

consumers and financial institutions more than $12.5 billion annually, up 25% in a single year [11].

Global payment card fraud is on track to reach $43 billion by end of 2026 [12]. Americans over 60

lost $4.8 billion to internet crime in 2024 alone, with an average individual loss of $83,000 [8]. The
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Identity Theft Resource Center found that 25% of identity fraud victims seriously considered

self-harm as a result of what was done to them [10].

These are not statistics about corporations. They are statistics about people — retirees, small

business owners, single parents, veterans — whose data moved through a developer's server they

never knew existed. BYOK eliminates that server from the equation entirely.

SECTION 2

The AI Application Breach Record

2.1 Structural Failure, Not Individual Mistakes

Between January 2025 and February 2026, at least 20 documented security incidents exposed the

personal data of hundreds of millions of users across AI-powered applications [3]. Barrack AI's

systematic review found that nearly every incident traced back to the same preventable root causes:

misconfigured cloud databases, hardcoded API credentials in application binaries, and absent

access controls. Three independent large-scale audits — scanning iOS apps, Android apps, and

web applications — all converged on the same conclusion: the AI application ecosystem has a

systemic, structural security crisis [3].

The February 2026 Chat and Ask AI breach exposed 300 million messages from 25 million users

through a single misconfigured database [1][3]. The researcher who discovered it then scanned 198

iOS apps and found the same vulnerability in 103 of them. In August 2025, Wondershare RepairIt

had live cloud storage credentials hardcoded directly into its application binary — accessible to any

attacker who looked [1]. An AI companion app left a server completely open with no authentication,

streaming real-time private conversations from 400,000 users [1]. IBM confirmed that 97% of

organizations experiencing AI-related breaches lacked proper access controls [2]. Stanford

documented a 56.4% year-over-year increase in publicly reported AI security incidents [6].

Verizon's 2025 DBIR found third-party involvement in breaches doubled year-over-year, from 15%

to 30% of all confirmed breaches [7]. Every developer-managed AI application is a third party in your

data's chain of custody. That is the threat.

2.2 Why Google Cannot Be Trusted as Your Data Custodian

The Iacoletti Software whitepaper documents Google's record with specific verified legal findings [1].

In September 2025, a federal jury ordered Google to pay $425.7 million for collecting data from

approximately 98 million smartphones despite users explicitly disabling tracking. In 2025, Google

settled with Texas for $1.4 billion for tracking users' locations and incognito browsing activity even

when those features were turned off, and for collecting biometric data without consent. In April 2024,

Google agreed to destroy billions of records of users' private browsing data to settle a lawsuit over

Incognito mode tracking. Google has accumulated over $8 billion in cumulative GDPR fines in

Europe [1].
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In October 2025, Google was sued in a class action for quietly enabling Gemini AI by default across

all Gmail, Chat, and Meet users — giving it access to users' entire history of private communications

without advance notice or meaningful consent [1]. On March 25, 2026, Google terminated the free

API tier for Gemini 3.1 Pro Preview without a word of advance notice to developers who had built

production applications on it. Three Iacoletti Software applications went offline overnight [1].

“Google’s pattern is consistent across more than a decade: collect data, deny

wrongdoing, settle for amounts representing a fraction of the value extracted,

and continue. Building AI apps on Google’s platform without BYOK means

routing your users’ sensitive data through a company with a verified history of

collecting and misusing that data regardless of privacy settings.”

— Iacoletti Software, 2026 [1]

SECTION 3

What Happens After Your PII Is Stolen

Most people think of a data breach as a moment — a news story, a notification email, maybe a free

year of credit monitoring. The reality is that stolen PII is not an event. It is a condition. Once your

name, address, phone number, and credit card number are in criminal hands, they stay there. They

get sold, resold, combined with other stolen data, and used repeatedly — sometimes for years —

before you fully understand what is happening to you.

3.1 The Four Data Points That Unlock Everything

Fraudsters do not need your Social Security number, your mother's maiden name, or your password

to cause serious damage. They need four things that appear in virtually every data breach involving

consumer AI applications:

•  Your name — establishes identity for impersonation calls to banks, carriers, and creditors

•  Your address — verifies identity during phone-based social engineering; enables mail theft and

change-of-address fraud

•  Your phone number — the key to bypassing two-factor authentication via SIM swap; also used

to call carriers and impersonate you

•  Your credit card number — with expiration date and CVV (often included in breach data),

enables immediate card-not-present fraud before fraud filters activate

This combination is sufficient to open new lines of credit in your name, drain existing accounts,

redirect your mail, take over your phone number, and file fraudulent tax returns — all before you

receive a single alert.

3.2 The Offshore Criminal Infrastructure
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The data stolen from developer-managed AI applications does not sit idle on a server. It flows into a

global industrial fraud infrastructure. Organized operations — running from Ghana, Nigeria, West

Africa, India, Southeast Asia, and Eastern Europe — operate data-enrichment and fraud-execution

assembly lines. They purchase bulk breach data from dark web markets (a full identity package sells

for as little as $20 to $200 [15]), then enrich it by scraping publicly available sources: Google Ads

accounts, Google Business listings, Microsoft Ads, GitHub profiles, LinkedIn employment history, X

posts, Facebook, and Instagram.

Each public data point adds resolution to the target profile. Your employer, your neighborhood, your

financial institutions, your family members, your daily patterns — all assembled without your

knowledge from data you considered public. SOCRadar's Annual Dark Web Report 2025 found that

data and database-related threats account for 64% of all dark web activity [15]. GitGuardian's State

of Secrets Sprawl 2025 found 23.8 million secrets — including API keys and credentials — leaked

on public GitHub repositories in 2024 alone, with 70% of secrets leaked in 2022 still active [3].

Once a target profile is assembled, automated scripts score it for financial value. Homeowners,

retirees, professionals, and business owners rank highest. Senior citizens — who statistically hold

more accumulated wealth, are more likely to use SMS-based two-factor authentication, and are less

likely to monitor accounts in real time — are prioritized as high-value targets [9].

3.3 The Credit Card Hit-and-Run: Speed Before the Filters Wake Up

Credit card fraud from stolen data follows a well-documented operational pattern designed around

one constraint: fraud detection systems. Modern bank fraud filters use machine learning to flag

unusual spending patterns — but they need a baseline to compare against, and they are not

instantaneous. Experienced fraud operations know exactly how to move within the detection

window.

The moment a stolen card number is validated (typically via a small test charge of $1 to $5 at a

low-scrutiny merchant), the clock starts. The fraudster's goal is to complete as many high-value

transactions as possible before the bank's system flags the pattern and freezes the card.

Card-not-present (CNP) fraud — where the physical card is not required, only the number,

expiration date, and CVV — now accounts for 83% of all credit card fraud cases [14]. These are

online purchases, phone orders, and digital subscriptions that can be executed in seconds from

anywhere in the world.

Common first-strike targets include: gift card purchases (immediately convertible to cash with no

shipping address required), digital goods and subscriptions (no fraud flag from a shipping address

mismatch), and peer-to-peer payment platforms like Zelle and Cash App (transfers often irreversible

within minutes). The entire sequence — from card validation to maximum extraction — can be

completed in under 15 minutes before the bank's overnight fraud review catches it.

As the author of this report has experienced personally, having had credit cards compromised on

multiple occasions over the years — each time the pattern was the same: small test charge,

followed immediately by a cluster of purchases just below fraud-flagging thresholds, at digital

merchants in categories inconsistent with normal spending, in geographic locations that make no
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physical sense. By the time the alert arrives, the damage is done.

3.4 The Cost to Banks — and Ultimately to You

The banking industry absorbs most credit card fraud losses in the card-present model, while

merchants bear losses in card-not-present fraud — but ultimately all of these costs flow through to

consumers in higher interest rates, annual fees, and more aggressive fraud filters that block

legitimate transactions. For every $1 in fraud value, businesses lose an average of $3 in total costs

when chargebacks, fees, and lost merchandise are included [11].

U.S. credit card fraud losses reached $12.5 billion in 2024, a 25% increase over the prior year [11].

Global payment card fraud is projected to reach $43 billion by end of 2026 [12]. Retail banking

institutions spend $2.1 billion annually on fraud prevention systems while still experiencing $2.8

billion in direct losses [14] — nearly dollar-for-dollar on defense and still losing. E-commerce

businesses alone faced $6 billion in combined fraud losses and prevention costs in 2025 [14].

Account takeover fraud cost $17 billion in 2025, growing 31% year-over-year [14].

The United States represents 42% of all global credit card fraud despite handling only 25% of global

card transaction volume [13]. This outsized share is directly attributable to the prevalence of

card-not-present transactions, the abundance of stolen PII on dark web markets, and the structural

failure of developer-managed applications to protect consumer data at the source.

SECTION 4

Who Gets Hurt Worst: The Targeting of Senior Citizens

Identity theft and credit card fraud do not affect all Americans equally. Senior citizens suffer the

highest individual losses, face the longest recovery times, and experience the most severe

emotional consequences. They are not targeted randomly. They are targeted deliberately.

4.1 The Financial Devastation

In 2024, the FBI's IC3 received more fraud complaints from Americans over 60 than from any other

age group — 147,127 complaints — with total losses of $4.8 billion and an average individual loss of

$83,000 [8]. For a retiree on a fixed income, $83,000 can represent years of savings, a significant

portion of a retirement account, or the equity in a home. In the first quarter of 2025 alone, older

Americans reported more than $745 million in fraud losses [9]. In 2024, adults over 60 were three

times more likely than younger adults to report losses over $100,000 [9].

Reported figures significantly undercount actual losses. The National Opinion Research Center at

the University of Chicago, in analysis commissioned by AARP, estimated that total losses for older

adults from all forms of financial fraud and scams may have reached $28.3 billion in a single year

when unreported cases are included.

4.2 Why Seniors Are Specifically Targeted
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•  Accumulated wealth: Retirees hold significant savings, pension income, investment accounts,

and home equity — all accessible through the right combination of stolen credentials.

•  SMS-based two-factor authentication: Seniors are more likely to rely on text message

verification codes — the exact vulnerability SIM swap attacks are designed to exploit. Adults 61

and older account for 29% of all UK SIM swap account takeover victims, with a 90%

year-over-year increase in that demographic [17].

•  Delayed detection: Older adults are statistically less likely to monitor accounts in real time via

mobile apps, giving fraudsters a longer undetected window.

•  Social engineering vulnerability: Impersonation scams — where criminals pose as IRS

agents, bank fraud departments, Medicare representatives, or tech support personnel — are

dramatically more effective against seniors. Losses to impersonation scams of $10,000 or more

were more than twice as likely to be reported by older adults in 2024 [9].

•  High-value medical data: Protected health information belonging to older Americans is worth

up to $1,000 per record on dark web markets — more than 200 times the value of a stolen credit

card number — because Medicare and supplemental insurance data enables fraudulent billing

at scale.

4.3 The Human Consequences Beyond the Money

Recovery from identity theft is not a matter of calling your bank and getting a new card. It is a

months-to-years process that consumes hundreds of hours and leaves lasting damage.

The IRS reports it takes an average of 22 months before identity theft victims recover their identity

through the IRS Victim Assistance program [18]. During that period, victims frequently cannot qualify

for loans, mortgages, or apartment rentals, and cannot collect their tax refunds. The ITRC found that

50% of victims were subsequently turned down for credit or loans, 42% were unable to pay their

bills, and 42% struggled to find housing [10].

The emotional toll is documented and severe. The ITRC's 2025 Consumer Impact Report found that

25% of identity theft victims in the general population seriously considered self-harm [10]. A

peer-reviewed NIH study of older adult identity theft victims found that one-third experience

moderate to severe emotional distress, and that victims whose identity theft caused relationship

problems with family members were 12 times more likely to experience distress [19].

87% of identity theft victims reported feeling anxious or worried. 77% reported feeling violated. 52%

reported feeling embarrassed or ashamed [18]. 65% reported that the consequences stretched on

for more than a year [18].

“The people being harmed are real. Their pain is real. For them, we should

respond with humanity and urgency and confront the crisis head-on.”

— Eva Velasquez, CEO, Identity Theft Resource Center, 2025 [10]
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SECTION 5

Three Concrete Examples: How It Actually Happens

The following scenarios are constructed from documented fraud patterns, FBI and FTC case

records, and security research. They are representative of the attack types driving the loss statistics

cited throughout this document.

Example 1: The Rapid Credit Card Drain (Card-Not-Present Fraud)

The setup: A 71-year-old retired accountant in Florida uses a developer-managed AI document

review application to analyze Medicare supplemental insurance offers. The application processes

her queries under a shared developer API key on the developer's cloud server. She does not

know this. She believes she is using a private, secure service.

The breach: The developer's database is misconfigured — the same vulnerability pattern found

in 103 of 198 iOS apps audited in early 2026 [3]. Her name, address, phone number, and the

partial credit card number she used to sign up for the service's $9.99/month subscription are

exposed in a breach affecting 1.8 million users.

The pipeline: Her data is packaged and sold on a dark web forum for $34. A fraud operation in

West Africa purchases it, cross-references her name and address against public records, Google

Maps, and LinkedIn, and identifies her bank from a business registry filing her late husband made

years earlier. Her full card number is obtained from a separate, earlier breach of a retail loyalty

program — a breach she received a notification about two years ago and promptly forgot.

The attack: At 2:17 AM on a Tuesday, the fraud operation initiates. A $1.00 test charge goes

through at a digital gift card merchant. Fifteen minutes later: $497 in Amazon gift cards, $312 in

Google Play credits, $189 at a gaming platform, and $445 at an online electronics retailer — all

card-not-present transactions completed before the bank's overnight fraud review runs. Total

taken: $1,444 in 22 minutes. She recovers the money after a 45-day dispute process, but the

card is cancelled, the replacement takes 10 days, three automatic bill payments fail in the interim,

and her credit score drops 14 points.

PROBABILITY: If your PII has been involved in any of the 20+ AI app breaches documented
between 2025 and 2026, and cross-referenced against at least one other data source — highly
likely given dark web market practices — the probability of a card-not-present fraud attempt
within 12 months is estimated at 1 in 4 to 1 in 3 for Americans over 60, based on FTC reporting
rates and IC3 complaint data [8][9].

Example 2: The SIM Swap — Defeating Two-Factor Authentication

The setup: A 68-year-old retired teacher in Virginia uses a developer-managed AI scam

detection application to analyze suspicious emails. The app processes his uploads — including a

scan of a phishing email containing his phone number — under a shared developer key. His

phone number is now in the developer's logs.

The breach: The developer application is one of the 103 vulnerable iOS apps identified in the

early 2026 audit [3]. His name, address, and phone number are in the exposed dataset. His
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carrier is identifiable from his phone number's prefix.

The SIM swap: A fraud operator calls his mobile carrier's customer support line. Using his name,

address, and the last four digits of his Social Security number — obtained from a separate

healthcare data breach — they convince a carrier representative to port his phone number to a

SIM card they control. The call takes 11 minutes. His phone goes silent. Within 30 minutes,

attackers trigger password reset SMS codes for his Gmail account, his bank portal, and his

brokerage account. All three are now compromised.

The damage: $6,200 is transferred from his checking account via Zelle before he notices. His

brokerage account is locked out. It takes 4 days to recover access, 3 weeks to reverse the Zelle

transfer, and approximately 60 hours over two months contacting institutions and restoring

accounts.

PROBABILITY: SIM swap fraud jumped 1,055% in the UK between 2023 and 2024 [17]. The FBI's
IC3 tracked nearly $26 million in U.S. SIM swap losses in 2024 — representing only reported
cases [8]. Adults 61+ account for 29% of account takeover victims despite being a smaller
share of the population [17]. The single most effective defense: call your carrier today and
request a port freeze or SIM lock. It takes five minutes and it is free.

Example 3: The Slow Burn — New Account Fraud and Credit Destruction

The setup: A 74-year-old retired engineer in Ohio uses a free developer-managed AI application

to analyze his annual Medicare statement for billing errors. The uploaded document contains his

name, address, Medicare number, and date of birth — all stored on the developer's server.

The breach: The application is among the hundreds of vibe-coded applications audited by

Escape Security in late 2025, which found over 2,000 vulnerabilities and 175 instances of

exposed PII including medical records [3]. His Medicare number and date of birth — combined

with name and address — are sufficient to open new credit accounts.

The slow burn: Over the following six months, three new credit card accounts are opened in his

name at issuers with less rigorous verification. Small charges are made and paid on time for two

months to build payment history. In month three, the attackers max out all three cards

simultaneously: $4,800 in electronics, $3,200 in gift cards, $2,100 in cash advances. Total:

$10,100. The accounts are abandoned and go delinquent.

The discovery: He discovers the fraud seven months later when denied a home equity line of

credit for a roof repair. His credit score has dropped 94 points. The dispute process takes four

months. Unable to access his home equity, he uses a high-interest personal loan, costing an

additional $1,800 in interest.

PROBABILITY: New account fraud rose 7% from 2023 to 2024, with over 406,000 reports filed
with the FTC [11]. Because it moves slowly and victims often do not monitor credit reports
regularly, it frequently goes undetected for months. For seniors whose data includes date of
birth and Medicare or Social Security numbers, the probability of new account fraud within two
years of a significant breach is conservatively estimated at 1 in 8 based on FTC complaint rates
relative to known breach populations.
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SECTION 6

Core Security Posture: The CIA Triad (Gemini 3.1 Pro)

This section draws directly from Gemini 3.1 Pro's foundational analytical framework. NIST SP

800-207 defines zero trust architecture as requiring that every access request be authenticated,

authorized, and continuously validated regardless of its source [5]. Developer-managed key

architectures fail this standard by design.

6.1 Confidentiality — Cryptographic Isolation

In a Developer-Managed Key model, every user query is decrypted and processed using credentials

controlled by the developer. Even where developers assert no-logging policies, these are

contractually unverifiable and provide zero cryptographic guarantee. NIST SP 800-228, released

June 2025, establishes that zero trust for APIs requires encryption in transit, service authentication,

end-user authentication, and continuous authorization applied to every API communication [4].

Developer-managed architectures apply these controls only between the developer and the

foundational provider — leaving the user-to-developer segment as an unverified trust relationship

with no architectural enforcement.

Under HIPAA's Minimum Necessary Standard (45 CFR §164.502(b)) and GDPR's data minimization

principle (Article 5(1)(c)), routing protected data through an unnecessary intermediary constitutes a

compliance exposure independent of whether a breach ever occurs. The routing itself is the

violation. BYOK enforces confidentiality at the cryptographic layer — the developer is

mathematically precluded from accessing your plaintext content.

6.2 Integrity — Tamper Detection and Provenance

Developer-managed architectures introduce an intermediary capable of silently modifying both

inputs and outputs — a threat with direct relevance to legal and financial applications where

AI-assisted analysis may carry evidentiary or fiduciary weight. BYOK enables direct request signing

with an unbroken cryptographic chain of custody from user intent to model response. Any tampering

by a compromised intermediary is immediately detectable. This is essential for SOC 2 Type II audit

trails and organizations subject to Federal Rules of Evidence requirements.

6.3 Availability — Infrastructure Decoupling

The March 25, 2026 Google termination event is the definitive real-world proof of availability risk in

developer-dependent architectures [1]. BYOK eliminates this single point of failure. A user with a

pre-funded Anthropic account retains full access regardless of whether the application developer

goes bankrupt, raises prices, gets acquired, or shuts down tomorrow.

SECTION 7

Threat and Mitigation Matrix (Gemini 3.1 Pro, Enhanced)
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Originally developed by Google Gemini 3.1 Pro and expanded here with regulatory and operational

detail. Scores reflect composite assessment of exploitability, blast radius, detectability, and

regulatory exposure on a 0–100 scale. Higher scores indicate superior resilience.

Data Confidentiality and Telemetry Privacy  Dev-Managed: 15 | BYOK: 95

Centralized routing creates an opaque pipeline governed by the developer's undisclosed retention
policies. IBM found 63% of breached organizations lacked any AI governance policy [2]. Mitigation:
Use providers such as Anthropic whose API Terms contractually prohibit payload ingestion for
model training by default. Obtain a signed Data Processing Agreement for regulated data.

Systemic Breach Resilience  Dev-Managed: 2 | BYOK: 95

A single developer credential theft grants adversarial access to the entire user corpus. The 2026
Chat and Ask AI breach exposed 300 million messages through one misconfigured database [1][3].
97% of organizations experiencing AI-related breaches lacked proper controls [2]. Mitigation:
Deploy localized, client-side applications executing all pre-processing on-device before a direct TLS
1.3 connection to the AI provider.

Compute Availability and Service Continuity  Dev-Managed: 30 | BYOK: 85

Developer infrastructure instability is compounded by cash flow risk and provider dependency. The
March 25, 2026 Google termination caused immediate outages for thousands of applications [1].
Mitigation: Maintain a minimum 90-day API credit runway directly with the foundational provider.

Pricing Transparency and Cost Auditability  Dev-Managed: 15 | BYOK: 98

Intermediary developers routinely apply 3x to 20x markup ratios over actual token costs. Document
review apps charged $9.99–$19.99 per review for tasks costing cents in actual tokens [1].
Mitigation: Set hard monthly spend caps at the API key level. Monitor costs directly in the provider
console.

Data Sovereignty and Regulatory Compliance  Dev-Managed: 10 | BYOK: 99

Routing data through developers in non-compliant jurisdictions creates strict liability under CCPA,
HIPAA, and GDPR. Google alone has accumulated over $8 billion in GDPR fines [1]. NIST SP
1800-35 (June 2025) establishes zero trust access control at the identity layer as the required
standard [5]. Mitigation: Select Public Benefit Corporation providers. Execute a BAA directly with
the foundational provider for HIPAA-covered entities.

Endpoint Vulnerability and Local Risk Perimeter  Dev-Managed: 40 | BYOK: 70

BYOK shifts custody risk to the local endpoint — trading systemic, high-blast-radius risk for
localized, contained risk. A compromised BYOK endpoint affects one user; a compromised
developer key affects millions. Mitigation: Set hard monthly financial caps on all API keys. Use a
dedicated password manager. Never transmit API keys via email.

Implementation Friction  Dev-Managed: 50 | BYOK: 80

Modern BYOK provisioning via console.anthropic.com takes under 10 minutes from account
creation to functional key [1]. Mitigation: Use enterprise-grade credential managers. Establish
90-day key rotation policy.
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Aggregate Security Index: Developer-Managed = 23 (Critical Risk) | BYOK = 89 (Highly

Secure)

SECTION 8

Why Anthropic Is the Right BYOK Provider

Anthropic was founded in 2021 by former OpenAI researchers to address AI safety and alignment. It

is incorporated as a Public Benefit Corporation, formally committed to societal impact — not solely

shareholder returns. It has established a Long-Term Benefit Trust giving governance power to

trustees charged with representing the public interest.

For BYOK users, the data policy is unambiguous: API data is never used to train Anthropic's models

by default. API log retention was reduced in September 2025 from 30 days to 7 days before

automatic deletion. Zero Data Retention addenda, HIPAA-eligible services, and GDPR-compliant

Data Processing Addenda are available for regulated entities [1].

In the independent AI Safety Index published by the Future of Life Institute in 2025 — evaluating

seven leading AI companies across 33 indicators covering safety, privacy, governance, and

transparency — Anthropic received the best overall grade of all companies evaluated, specifically

leading on privacy by not training on user API data [20]. This is why Iacoletti Software chose

Anthropic as the BYOK provider for all three of its production applications after the March 2026

Google termination event [1].

SECTION 9

BYOK in Practice: The Iacoletti Software Model

Iacoletti Software's three production applications demonstrate the BYOK architecture at its most

practical. Each application is free. The user brings their own Anthropic API key, funds their own

account, and pays Anthropic directly at token cost. User data flows directly from the user's device to

Anthropic and never touches Iacoletti Software's infrastructure [1].

•  ScamCheck Claude v1.0 — AI scam and fraud detection. Analyzes photos, screenshots, and

PDFs for a 0–100 risk score with detailed red flag breakdown. Cost: $0.04–$0.08 per scan.

Application is free.

•  WhatsTheCatch Claude v1.0 — AI legal document review. Analyzes PDFs for risks, predatory

clauses, and integrity issues across Legal, Financial, Medical, and Business protocols. Cost:

$0.05–$0.25 per review. Application is free.

•  DescribeThat Claude v1.0 — AI media intelligence extraction. Analyzes photos and PDFs for

structured intelligence including person profiles, object attributes, and vehicle identification.

Cost: $0.05–$0.20 per scan. Application is free.

Each application displays exact token consumption and cost after every operation. This is what

honest AI pricing looks like [1].
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SECTION 10

Formal Conclusion and Recommendation

The evidence is not ambiguous and it is not theoretical. Megacap platforms and intermediary

developers have demonstrated, repeatedly and at scale, that they cannot be trusted as custodians

of your sensitive data. The structural incentives, legal frameworks, and economic realities of

centralized data custody are fundamentally misaligned with your privacy interests. The offshore

criminal infrastructure that purchases, enriches, and exploits your stolen data is sophisticated,

industrialized, and growing.

BYOK is not a workaround. It is the only architecture that removes your data from the breach

pipeline entirely. When the developer never has your data, the developer cannot lose it.

Immediate Actions — Do These Today

•  Create an account at console.anthropic.com. Purchase $5 in non-expiring API credits.

Generate an API key. Set a hard monthly spend cap.

•  Lock your phone number. Call your mobile carrier and request a SIM lock, port freeze, or

number transfer PIN. This is the single most effective defense against SIM swap attacks. It

takes five minutes and it is free.

•  Freeze your credit with all three bureaus — Equifax, Experian, and TransUnion — at no cost. A

credit freeze prevents new accounts from being opened in your name without your explicit

authorization. It does not affect your existing accounts or credit score.

•  Use a BYOK-compatible application for any AI task involving sensitive data. Iacoletti Software's

three free applications — ScamCheck Claude, WhatsTheCatch Claude, and DescribeThat

Claude — are available at iacolettisoftware.com.

•  For every AI application you currently use: ask where your data goes, who holds the key, and

what their contractual liability is if they lose it. If you cannot answer those questions with

documented certainty, you are at risk.

BYOK Security Architecture Advisory  |  Iacoletti Software  |  April 2026 Page 12 of 14



Bibliography

[1] Iacoletti, L. (2026). 2026: The Year Personal API Keys Become Necessary. Iacoletti Software, Fairfax,
Virginia. Primary whitepaper documenting the economic and security forces driving the BYOK transition,
including the March 25, 2026 Google API termination, documented breach cases, and the Anthropic
BYOK migration. iacolettisoftware.com

[2] IBM Security. (July 2025). Cost of a Data Breach Report 2025. Ponemon Institute / IBM. 13% of
organizations reported AI model/application breaches; 97% lacked proper AI access controls; shadow AI
added $670,000 to average breach costs; average U.S. breach cost exceeded $10M.
ibm.com/reports/data-breach

[3] Barrack AI. (February 21, 2026). Every AI App Data Breach Since January 2025: 20 Incidents, Same Root
Causes. Incorporating CovertLabs iOS audit (198 apps), Cybernews Android audit (38,630 apps), Escape
Security audit (5,600 apps, 2,000+ vulnerabilities, 400+ exposed secrets).
blog.barrack.ai/every-ai-app-data-breach-2025-2026/

[4] Chandramouli, R., Butcher, Z. (June 2025). NIST Special Publication 800-228: Guidelines for API Protection
for Cloud-Native Systems. National Institute of Standards and Technology.
nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-228.pdf

[5] Rose, S. et al. (August 2020; implemented via SP 1800-35, June 2025). NIST Special Publication 800-207:
Zero Trust Architecture. National Institute of Standards and Technology. csrc.nist.gov

[6] Stanford University Human-Centered AI. (2025). AI Index Report 2025. Documents 56.4% increase in
publicly reported AI security and privacy incidents from 2023 to 2024. hai.stanford.edu

[7] Verizon. (2025). Data Breach Investigations Report 2025. 22,052 security incidents, 12,195 confirmed
breaches; third-party involvement doubled from 15% to 30% year-over-year.
verizon.com/business/resources/reports/dbir/

[8] Federal Bureau of Investigation. (2025). Internet Crime Report 2024. IC3. Americans over 60: 147,127
complaints, $4.8B in losses, average loss $83,000, 43% increase from prior year. ic3.gov

[9] Federal Trade Commission. (December 2025). Protecting Older Consumers 2024–2025. Older adults lost
$746M in Q1 2025. Adults over 60 three times more likely to report losses over $100,000. ftc.gov

[10] Identity Theft Resource Center. (October 28, 2025). 2025 Consumer Impact Report. 25% of identity theft
victims considered self-harm; 50% denied credit or loans; 42% unable to pay bills; 42% struggled to find
housing. idtheftcenter.org

[11] Merchant Cost Consulting / FTC Consumer Sentinel Network. (2025). Credit Card Fraud Statistics
2025–2026. U.S. losses $12.5B in 2024, up 25%. Businesses lose $3 for every $1 in fraud value.
merchantcostconsulting.com

[12] Nilson Report. (2025–2026). Global Payment Card Fraud Projections. Global fraud projected to reach
$43B by 2026, up from $9.84B in 2011.

[13] Clearly Payments. (August 2025). Credit Card Fraud Statistics 2024 for USA. U.S. accounts for 42% of
global credit card fraud on 25% of global transaction volume. clearlypayments.com

[14] CoinLaw / Global Statistics. (January 2026). Credit Card Fraud Statistics 2025. CNP fraud: 83% of all
cases. Account takeover: $17B, up 31%. E-commerce combined losses: $6B. coinlaw.io

BYOK Security Architecture Advisory  |  Iacoletti Software  |  April 2026 Page 13 of 14



[15] SOCRadar. (January 2025). Annual Dark Web Report 2025. Data/database threats: 64% of dark web
activity. Fullz packages: $20–$200. Cards with $5,000 balance: as low as $110. socradar.io

[16] ScamWatchHQ. (2025). The 2025 Global Scam Landscape. INTERPOL: 200,000+ people held in offshore
scam compounds. Operation SIMCARTEL: 49M fake accounts dismantled. scamwatchhq.com

[17] DeepStrike / Keepnet / Efani. (2025–2026). SIM Swap Fraud Statistics 2025–2026. UK SIM swaps
+1,055% in 2024. Adults 61+: 29% of account takeover victims. FBI IC3: $26M in U.S. losses in 2024.
T-Mobile: $33M arbitration award. deepstrike.io, keepnetlabs.com, efani.com

[18] Identity Theft Recovery Sources. IRS Victim Assistance Program (22-month average recovery);
LifeLock/Norton; Experian; Creative Planning (65% affected over one year; 87% report anxiety; 77% feel
violated); IDShield. security.org, lifelock.norton.com, experian.com

[19] NIH / PMC. Lachs, M.S. et al. The Financial and Psychological Impact of Identity Theft Among Older
Adults. 7%+ of older adults victimized annually; one-third experience moderate to severe emotional
distress; family conflict victims 12x more likely to experience distress.
pmc.ncbi.nlm.nih.gov/articles/PMC8699092/

[20] Future of Life Institute. (Summer 2025). AI Safety Index: Evaluating Seven Leading AI Companies Across
33 Indicators. Anthropic received best overall grade of all companies evaluated. futureoflife.org

This advisory incorporates the foundational security analysis of Google Gemini 3.1 Pro and is published by Louis
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The analysis herein represents the professional judgment of the named author and the AI systems cited. It does not
constitute legal or financial advice. Organizations with specific regulatory compliance requirements should consult qualified

legal counsel.
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